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1
Decision/action requested

This document proposes to remove some of the Editor’s Notes of Solution#28.
2
References

[1]
3GPP TR 33.893 V0.7.0 (2023-04) Study on Security Aspects of Ranging Based Services and Sidelink Positioning (Release 18)
3
Rationale

The current solution #28 has 3 related Editor’s Notes about the broadcast messages exchanged. 
The following figure illustrates what messages are protected and which are unprotected at what point in time. 
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1. Broadcast authorization and broadcast key provisioning to the Requesting UE (Steps 1 -6)

2. Broadcast Request: unprotected, discovery of responding UEs 

(Step 7)

3. Responding UEs request broadcast key (Steps 8-13)

4. All communication is now protected with the broadcast key (steps 14 - 17)


In the first step, the Requesting UE gets authorized for sending out broadcast messages and retrieves a key for the broadcast message protection except the initial broadcast message. These messages with the Requesting UE are protected by NAS security. 

In the second step, the Requesting UE sends out the Broadcast Request: this message has to be unprotected since it has to be understood by any receiving UE that might want to participate in the requested action. This message does not have any sensitive information and is more a discovery of responding UEs and is the only unprotected message in the procedure.

In the third step, the UEs receiving the Broadcast Request previously and want to participate in the requested action, then request the broadcast key from the network. Those messages from the Responding UEs are also NAS security protected. In this step the Responding UEs and the Requesting UE form an Ad-Hoc group, only for the time of the procedure in order to have a common security profile for further direct message protection.
In the final step the message exchange may be via SLPP Session-less operation (broadcast) or via SLPP Session-based operation, both protected with the broadcast key. In case the requested action of the Requesting UE contains sensitive information, then the Ranging/SL request can be sent now protected to the Responding UEs and the procedure up to now can be considered as a discovery procedure with security setup for the broadcast messages exchanged now.
4
Detailed proposal

Start of Changes

6.28
Solution #28: Protection of broadcast communication
6.28.1
Introduction 

This solution addresses KI#5 “Protection of groupcast/broadcast”.

The solution is based on the nature of broadcast messaging that the initiator UE broadcasts the message unprotected so that all potentially responding UEs can process it. The sensitive information is resulting in the SL Ranging/Positioning procedure and sent from the responding UEs to the initiator UE. Therefore, the responding UEs are grouped to an temporary Ad-Hoc Group only for the time of the procedure, the communication is protected with an assigned group key so that UEs not involved in the communication are not able to access the sensitive information of the ranging/positioning procedure.

6.28.2
Solution details

The requirement on the communication protection is on the responses from the participating UEs of the ranging/positioning action, since the SL positioning capability, SL positioning assistance data and Location information should not be leaked to other UEs not participating in the SLPP procedure. Therefore the UEs responding to the broadcast request from an Initiator UE will form an ad-hoc temporary group only for the requested action, which will be protected with a group key. All UEs participating in the procedure are assumed to be registered successfully in the network.
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Figure 6.28.2-1: Ad-Hoc Group creation for Broadcast SL Positioning

1.
UE1 wants to initiate SL broadcast authorization request and sends a broadcast authorization request message to the SL Positioning Key Management Function (SLPKMF) including its UE Identity (UE ID) and the Zone ID where it is located. The Zone ID is defined by RAN2 as indicator of UE1’s coarse location information. The message is protected by the NAS protocol.
2.
The SLPKMF sends an Authorization Request of the UE1 for broadcast requests to the Ranging Server function including the UE1 ID and its Zone ID.

3.
The Ranging Application Server authorizes the request e.g. based on the UE1 subscription and stores the Zone ID corresponding to the UE1. 

4.
The Ranging Application Server provides the authorization result to the SLPKMF.

5.
The SLPKMF assigns a temporary group ID and Option A: generates a group broadcast key KB for the broadcast communication. The SLPKMF sets a validity time for the broadcast procedure, i.e. UEs responding to the broadcast request of UE1 in step 7 have to respond within the validity time, further the group broadcast key KB in the participating UEs should be removed after expiration of the validity time. The validity time should be therefore set carefully to allow the procedure to complete.  

6.
The SLPKMF provides the group ID, Group Broadcast Key KB and validity time to the UE1 in the broadcast authorization response message. UE1 deletes the Group Broadcast Key KB after expiration of the validity time. The message is protected by the NAS protocol.
7.
The UE1 sends a SL broadcast message with a requested positioning/ranging action, the UE1 ID and the temporary group ID.

8.
UE2, UE3, UE4 receive the SL broadcast message and send a Broadcast Key Request to the SLPKMF containing the temporary group ID, UE1 ID and the respective UEx ID as well as the Zone ID, indicating the local area where they are located. 

9.
 The SLPKMF checks whether the UEs respond within the validity time of the broadcast request.

10.
The SLPKMF sends an authorization request to the Ranging Server for the received responses with respect to temporary groupd ID. The request contains the UE1 ID, responder UEx ID and respective Zone ID.

11.
The Ranging Server authorizes the request of the participating UEs and may check whether all participating UEs are located in the same Zone (proximity check), i.e. it compares the Zone ID provided by UE1 in step 2 with the ones from UEx. If the Zones of the UE1 and a responding UEx are different, the authorization may be rejected.

12.
The Ranging Server provides the authorization result to the SLPKMF. 

13. The SLPKMF provides the Group Broadcast Key KB generated in step 5 to all responding UEx. 

14.
All UEs participate in the requested SL Ranging/Positioning action according to the request in step 7.

15.
If SLPP Session-based operation is used, the UE1 establishes an SLPP session with the participating UEs. The SLPP Session may use the Broadcast Key KB for authentication and establishment. This step may be skipped if SLPP Session-less operation is used.  

16.
The participating UEs provide their results from the performed action in step 14, e.g. Assistance Data/Configuration/Location Information to the UE1, protected with the common group broadcast key KB. 

If SLPP Session-less operation is used, each participating UE broadcasts the information.

If SLPP Session-based operation is used, each participating UE sends the information within the established SLPP session.

17.
If SLPP Session-based operation is used, the UE1 terminates the SLPP session with the participating UEs when the SL Ranging/Positioning action has been completed. All UEs delete the Broadcast Key KB.

Editor’s Note: Whether the solution is aligned with RAN2 broadcast scenarios is FFS
The following figure illustrates what messages are protected and which are unprotected at what point in time. 
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1. Broadcast authorization and broadcast key provisioning to the Requesting UE (Steps 1 -6)

2. Broadcast Request: unprotected, discovery of responding UEs 

(Step 7)

3. Responding UEs request broadcast key (Steps 8-13)

4. All communication is now protected with the broadcast key (steps 14 - 17)


In the first step, the Requesting UE gets authorized for sending out broadcast messages and retrieves a key for the broadcast message protection except the initial broadcast message. These messages with the Requesting UE are protected by NAS security. 

In the second step, the Requesting UE sends out the Broadcast Request: this message has to be unprotected since it has to be understood by any receiving UE that might want to participate in the requested action. This message does not have any sensitive information and is more a discovery of responding UEs and is the only unprotected message in the procedure.

In the third step, the UEs receiving the Broadcast Request previously and want to participate in the requested action, then request the broadcast key from the network. Those messages from the Responding UEs are also NAS security protected. In this step the Responding UEs and the Requesting UE form an Ad-Hoc group, only for the time of the procedure in order to have a common security profile for further direct message protection.

In the final step the message exchange may be via SLPP Session-less operation (broadcast) or via SLPP Session-based operation, both protected with the broadcast key. In case the requested action of the Requesting UE contains sensitive information, then the Ranging/SL request can be sent now protected to the Responding UEs and the procedure up to now can be considered as a discovery procedure with security setup for the broadcast messages exchanged now.
6.28.3
Evaluation

The solution applies for in-coverage scenario, all UEs involved in the communication must be able to communicate with the network. 

Depending on RAN2 decision, the responses may be sent in an SLPP Session-less or SLPP Session-based operation.
Editor’s Note: Further evaluation is FFS
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